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Abstract

Nowadays organizations and companies are facing major issues in terms of security;
therefore, in order to reach the desired security they need several specially trained staff.
However, these staff can make mistakes that might affect the level of security. Thus, a smart
computer vision system is needed to avoid these mistakes. The smart computer vision
system can put organizations or companies in high-security areas, under control twenty-four
hours and help in minimizing human errors. The smart computer vision system is consisted
of two parts: hardware part and software part. The hardware part consists of a computer and
camera, while the software part consists of face detection and face recognition methods.
Therefore, a novel software algorithm is presented in this paper in order to develop a real-
time computer vision system for security purposes. The proposed system is based on face
recognition and image simplification technique combined with an artificial neural network.
The suggested algorithm is a method that compares an image of a human face with other
image faces in a database. In order to get hold of personal document, the extracted feature
vector of the input face is matched against those features of facial images in the database.
The obtained output is the identity of the face when a match is found with sufficient
sureness consequently opening person document or indicates an unknown face otherwise.
The results have shown the effectiveness and robustness of the proposed algorithm.
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1. Introduction

Face recognition is one of the most significant applications of image analysis. It can be used
to identify or distinguish a person either from a video frame or from a digital image. Face
recognition is used in many applications and purposes such as identification of persons, such
as identification of persons, security systems, image film processing, computer interaction,
entertainment system, smart card and so on. Designing Smart Computer Vision System
(SCVS) becomes very difficult especially when using a massive number of images.
Moreover, the Neural Network (ANN) face recognition approaches have been a topic of
interest since they can be implemented for non-linear and complicated data without
considering the mathematical model of the proposed method. In the existing image
identification system, the recognition of complex images can only be achieved through
different levels of information processing [1]. Moreover; in order to obtain a desired response,
the design is achieved through a procedure called training the network based on the model. In
addition to that ANN has been used in many studies to fit face recognition problems. For
example, image recognition technology based on neural networks is described in [2]. The
paper has designed a method for identifying key points and optimizing position of key points
of a facial image. A multi-region test method was used in order to calculate classification
results. The results show that robustness of the model has improved and it has more
advantages in accuracy. A survey of face recognition techniques under occlusion is reported
in [3]. The paper highlighted what the occlusion problems are and what inherent difficulties
can arise. Also, as a part of the review, face detection under occlusion, a preliminary step was
introduced in [3]. The paper outlined how existing face recognition approaches handle with
the occlusion problems and classified them into three categories, which are (1) occlusion
robust feature extraction methods, (2) occlusion aware face recognition approaches, and (3)
occlusion recovery-based face recognition approaches. In reference [4] a review paper on
techniques to handle face identity threats: challenges and opportunities have explained. The
paper has described all categories of face recognition methods, their challenges, and concerns
to face-biometric-based identity recognition. The paper has provided a comparative analysis
of counter-measure approaches concentrating on their performance on different facial datasets
for each identified concern. The characteristics of the benchmark face datasets representing
clear scenarios have been also highlighted in the paper. In addition, the survey also has
discussed research gaps and future opportunities in order to deal with the facial identity
threats. A review paper in [6] has discussed the face recognition approaches and systems
which have been used in the field of image processing and pattern recognition. The paper
also; has explained how ANNs were used for the face recognition system and showed
effectiveness of ANNSs. The paper has outlined the strengths and limitations of the literature
studies and systems. Finally the performance of different ANN approaches and algorithms
were analysed in the paper. In reference [7] a Multi Artificial Neural Network (MANN) for
image classification is presented. Firstly, images are projected into different spaces. Secondly,
patterns are classified into responsive classes via a neural network called the Sub-Neural
Network (SNN) of MANN. Finally, use MANN’s Global Frame (GF) containing some
Component Neural Network (CNN) in order to compose the classified result of all SNN. A
convolution neural network is presented in [8] to design the face recognition system
equivalent to humans. Also; a deep neural network model which consists of 15-layer in order
to learn discriminative representation, obtain and outperform the state-of-the-art techniques
on ORL (Olivetti Research Laboratory face database) and YTF (YouTube Faces database)
has been proposed in the paper. In reference [9] neural networks for face recognition using
Self-Organizing Map (SOM) are presented. The paper has established and illustrated a
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recognition system for human faces based on Kohonen SOM. The main aim of the paper was
to develop a model that is easy to learn, minimization of learning time reacts appropriate to
different facial expressions with noisy input and optimizes the recognition as possible. The
experimental result shows face recognition rate using SOM is 96.2%. This paper aims to
develop a novel classification technique for face recognition which can be used for security
applications.

2. Materials and Methods

Images are selected from the website database away from personal information such as name,
gender, etc. Selected images are then saved in a computer in jpg format for further analysis.
MATLAB software and an image processing toolbox are applied for image enhancement and
image processing. Finally, the neural network toolbox is used for pattern recognition and
classification.

3. The Study Aim

The overall purpose of this work is to design an automated algorithm for security purposes.
Moreover, the study investigates the simplification approach to recognize and classify images
based on ANN. In addition, the study aims to design a reliable imaging system for security
applications. This could help organizations and companies deal with different security issues.

4. Research methodology
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Figure 1: Research methodology.

The research methodology contains five stages as shown in Figure 1. The five stages of the
proposed methodology are described as follows:

1. First stage is to read images from the database. All images are stored previously in a
computer in jpg format.

2. Second stage is to enhance images, make them in the same size and convert all images
into grayscale in order to use one numerical value as an alternative to three values of RGB
image.

Page | 451 Humanities and Natural Sciences Journal Elaarani. 2024 www.hniournal.net



Face Recognition for Opening Personal File using Image Simplification and Image Processing Algorithms Combined with
Artificial Neural Network HNSJ Volume 5. Issue 12

3. Third stage is to transform the gray-scale image into a one-dimensional array and
simplify it using image processing algorithms. The used image processing algorithms in
this study for the simplification stage including; average (mean), standard deviation (std),
kurtosis (kur), summation (sum), maximum value (max), Interquartile range of time-series
data (igr), and skewness (skew), minimum value (min), measurement range (range),
Median value of array (median), mean absolute deviation (mad), most frequent values in
array (mode), the variance for vectors (variance) are used in order to extract the useful
Image Characteristic Features (ICFs) from gray-scale images as shown in Table 1.

4. Fourth stage is to train the gained data from the third stage using feed-forward neural
network. If the train is completed effectively, then go to the next stage for testing
otherwise train over tell the train completed successfully, or change parameters of the used
ANN and train again.

5. Finally stage is to test the adapted net. If the features of the tested image matched
features of the image in the dataset user will be asked for opening a personal file or not.

5. Image Processing

All images should save in sequence for example facial image one must save as 1.jpg, facial
Image two must save as 2.jpg, facial image three must save as 3.jpg, and so on as shown in
Figure 2. Documents which contain personal information are, also; saved in the same order.
For example document for person one must save as 1.pdf, document for person two must save
as 2.pdf, document for person three must save as 3.pdf and so on as shown in Figure 2. This
help to call them during the image simplification and stylization stage in the same order as
they saved. Consequently, this in turn leads to saving all ICFs in the same order later on.
Since the input image contains complex information that could lead to confusion in the
results; so, image processing and feature extraction are needed. Furthermore, in order to avoid
undesirable information or fake features, simplification and stylization should be applied to
all images in the dataset. Image simplification and stylization processes are explained in the
next subsection.
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Figure 2: Shows how images and documents stored.
5.1. Image Space Simplification and Stylization
The simplification and stylization process is consisted of two steps as following:

1.Pre-processing stage which includes; converting the image into grayscale, selecting the
Region Of Interest (ROI), and filtering. The operation is finished by reshaping the gray-
scale image into a one-dimensional array as shown in Figure 3.

2.1mages in the dataset are simplified into a number of ICFs as shown in Table 1.
These ICFs could be an appropriate technique for investigating the necessary information
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associated to image features. If the extracted ICFs are carefully chosen, it is expected that
the features set will extract image face-related information from the analysed images. For
the simplification stage 13 image processing techniques; namely, average (mean),
standard deviation (std), kurtosis (kur), summation (sum), maximum value (max),
Interquartile range of time-series data (iqr), and skewness (skew), minimum value (min),
measurement range (range), Median value of array (median), mean absolute deviation
(mad), most frequent values in array (mode), the variance for vectors (variance) are
applied to all images in order to extract the valuable ICFs from gray-scale images. This
process allows face recognition by using these features instead of the full-size image. This
procedure, in turn, leads to faster training and gives an accurate result.
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I |
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Figure 3: Applied procedures on the input image.
Table 1: An Example of the ICFs.
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6. Pattern Recognition and Classification

Pattern recognition and classification is a significant process in face recognition where the
data can be trained and classified. The learning and testing stages will be clarified in the next
sub-sections.

6.1. Training Stage

Pattern recognition is used for the proposed methodology in order to design SCVS for face
recognition and identification. A Multi-Layer Perceptron (MLP) is used for the pattern
recognition and classification stage. MATLAB software is used to create the used MLP. The
used MLP in this study has 13 input variables in the input layer, two hidden layers with 20
neurons each between the input and the output layers, and 1 output variable in the training
data set, ‘logsig’ transfer function is used for the hidden layers and ‘purelin’ for the output
layer as shown in Figure 4. All features from facial images are gathered in a large array in the
same sequence as they were saved previously in the image simplification stage. Each row of
the array has represented the features of the facial image of one individual as shown in Table
2. All features are then fed into the MLP for the training. During the training procedure of the
MLP, the maximum acceptable sum error is set at 0. The training process is carried out with
fast back-propagation until a maximum of 2000 epochs (cycles) or the maximum acceptable
sum error is reached. Some initial runs showed that these settings seemed to be sufficient for
this research.
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Figure 4: lllustrates the used MLP in this study.
Table 2: ICFs for the training set.
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5 60.5112 56.4235 43710 2668544 255 70 1.4491 4 251 34 448371 16 3.1836e+03
6 69.5073 64,6128 29258 3065271 240 78 11917 6 234 33 537159 24 41748e+03
7 133.2106 710132 17473 5874588 255 127 -0.0772 0 255 139 631309 253 5.0429e+03
8 142.2883 74,7214 16891 6274916 245 145 -0.6150 0 245 192 68.2341 211 5.5842e+03
9 61,3660 41.2424 37611 2706239 231 33 13724 8 223 46 315713 42 1.7009e+03
10 45,2055 65,6545 4.2537 1993562 238 49 16359 0 238 12 50,6230 4/ 4.3105e+03
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17 121.2501 53.7732 17823 5347131 234 94 0.0187 [ 228 118 474791 73 2.8916e+03
18 1451722 72.7402 2.0013 6402095 255 123 -0.7047 1 254 175 63.0604 185 5.2911e+03
19 123.7607 53.2632 18185 5457346 240 97 -0.3977 10 230 136 463556 182 2.8370e+03
20 1316722 50,9291 19834 5806745 248 87 0.0841 9 239 130 43,6988 80 2.5938e+03
2 1243860 52,0018 20618 5485422 226 85 -0.4050 4 222 136 44.2442 172 2.7042e+03
2 1194035 52,4964 24641 5265695 255 75 01070 0 255 116 428502 106 2.7559e+03
23 88.2382 65.2573 13883 3891305 231 132 0.0850 0 231 86 60,8655 8 4.2585e+03
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6.2. Testing Stage

A facial image of a person is taken for recognition in the testing stage. Image acquisition, pre-
processing, and image simplification (feature extraction) are similar to the learning stage. The
ICFs of the tested facial image are fed into the network for the classification. The network
will classify the face image from the knowledge base and recognizes it. Four basic steps are
needed for the testing stage as follows:

1. Acquiring an image,

2. Pre-Processing,

3. Simplification and feature extraction,

4. Classification and recognition.
The first three steps are similar to the process of the training stage. The fourth step is for
recognition and classification. The facial image of the person is taken and processed the same
as in the training process. Then the given ICFs are fed to the network for the classification
stage and the network will classify the image from its knowledge base. If the output of the net
is matched the same ICFs of the facial image in the database, the net will classify the image as
a known facial image otherwise an unknown image. If the tested image has been classified as
a known image then the user will be asked if he/she wants to open the personal file of the
tested image or not.
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7. Results and Discussion

An evaluation of the implemented methodology in this research work is presented in this
section. Proposed method works by minimizing number of variables in the image. So, in the
training set, every image is simplified into a vector of ICFs named vector image as shown in
Table 2. Table 2 shows the 13 used algorithms, which have been used for extracting ICFs.
Each row represents a simplified facial image. It clearly can be seen that the image has
transformed into one-dimensional array of 1x13 elements. From the table also, it clearly can
be seen that each column represents one ICF of 100 different facial images. Moreover, from
the table, it can be seen that each image has a specific ICF value, which is different from
other images.

For the testing stage, the input facial image is pre-processed and ICFs are extracted and then
fed into an adapted net. If the ICFs of the tested image matched the same ICFs of the facial
image stored in the dataset, then the net will produce an output value, which matched the
same value of the stored image in the dataset. Consequently, the system will call the stored
image by its name. For example, if the tested image is a Face one, then the net output will be
a value of 1, and so on. The produced output is automatically added to the extinction (.jpg) so;
the whole name will be 1.jpg. Hence, the system instantly shows the tested and matched
images as shown in Figure 5; consequently, a question box is also appeared. If the user chose
to open the file then a personal document file will open immediately.

Tested image Matched 1mage
Yes . — —r—
@ Would you lce 10 cpen hea/her Ne?
Yes Cancel

Figure 5: lllustrates tested, matched and question box.

The experiments prove that the simplification approach for detecting faces has achieved good
results and recognized all tested facial images with a 100% of success rate. So, it can be seen
that the proposed methodology is a powerful system for face recognition and classification.
Moreover, the suggested method is one of today’s fastest algorithms for face recognition and
classification. A comparison between various used methods including Fuzzy Hidden Markov
Models (FHMM), Principle Component Analysis (PCA), the Convolution Neural Network
CNN Methods [8], and the suggested method using MLP is shown in Table 4.

Table 3: The comparison between various methods and MLP.

N | Method Accuracy
(%)
1 | FHMM 96.5
2 |PCA 97.50
3 |CNN 99.14
4 | Proposed system using | 100
MLP
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8. Conclusion

Because of nowadays organizations and companies need high-security levels. Thus; a smart
computer vision system (SCVS) is needed. The SCVS can put organizations or companies in
high-security areas, under control twenty-four hours and has advantage for reducing human
errors. The SCVS is composed of two parts: the hardware part and the software part. The
hardware part consists of a camera, while the software part consists of face detection and face
recognition algorithms. Therefore; this paper has presented a novel algorithm for the
development of a real-time SCVS for security purposes. The proposed system is based on
face recognition and image simplification technique combined with MLP. The suggested
algorithm is a method that takes ICFs of a facial image of a human and compares them to
other ICFs image faces in a database. In order to get hold of personal document, the extracted
feature vector of the input facial image is matched against those of enrolled facial images in
the database; it outputs the identity of the face when a match is found with sufficient sureness
consequently opening his/her document or point to an unknown image otherwise. The results
have shown the effectiveness and robustness of the proposed algorithm with a 100% of
success rate. Even though the proposed methodology has shown high performance, however,
further experiments are needed to confirm that the proposed methodology is unique, optimal,
and quick than other systems for face recognition and classification.
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